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CENTRAL BANK OF CYPRUS

EUROSYSTEM
APPLICATION FOR REGISTRATION
AS AN ACCOUNT INFORMATION SERVICE PROVIDER UNDER SECTION 34 OF THE PROVISION AND USE OF PAYMENT SERVICES AND ACCESS TO PAYMENT SYSTEMS LAW OF 2018 
(LAW NO. 31(I) OF 2018)
Name of Applicant
:«…..……............….....................................……………………..…………………» 

The Central Bank of Cyprus (the “CBC”) complies with the EBA Guidelines under Directive (EU) 2015/2366 (“PSD2”) on the information to be provided for the authorisation of payment institutions and e-money institutions and for the registration of account information service providers (“EBA/GL/2017/09”) and, therefore, requires applications for authorisation under The Provision and Use of Payment Services and Access to Payment Systems Law of 2018 ( the “Law”) to be submitted using this application form.

Purpose of this Application Form:
This application form applies to applicants seeking registration as an Account Information Service Provider (AISPs) i.e. those applicants seeking to provide only payment service 8 listed in Annex I of the Law. Should the applicants intend to provide any additional payment services they should apply for authorisation as a payment institution and refer to the details set out in the Application for Authorisation as a Payment Institution.
Filling in the Application Form 
1. In the case the applicant is a legal person, the application must be duly completed and signed by two authorized directors of the applicant (original signatures are required). In case the applicant is a natural person, the application must be completed and duly signed by the applicant. 
2. All references to the term “Guideline” in this application form refers to the relevant “Guideline” in the EBA/GL/2017/09. For each Guideline, the applicant must answer all questions asked and must provide any information or documentation requested. In the event that a question does not apply, the applicant must provide an explanation as to why it considers this to be the case. If key information has been omitted from the application submission, the applicant will be advised that the application does not contain sufficient material to proceed to the assessment phase of the CBC’s application process.

3. The space provided after each question in the application form is NOT indicative of the extent of the expected answer.

4. All responses and documents provided must reference the relevant section, guideline and paragraph in this application form. 

5. Any questions that have a “YES” and a “NO” box should be ticked as appropriate. 

6. Further information or clarification may be requested by the CBC (having regard to the replies furnished) for the purpose of considering and evaluating the application.

7. If false or misleading information is provided or knowingly avoid disclosing significant information, the application for registration as an Account Information Service Provider may be rejected.
8. 
 Application documentation should be submitted, in both paper and electronic format, to the CBC. The paper copy should be send to the Licensing and Authorisations Section, Horizontal Functions Department, Central Bank of Cyprus P.O. Box 25529, CY1395 Nicosia Cyprus  and the electronic version can be included with the paper copy or sent by email to licensingsection@centralbank.cy. The use of regular postal services and/or unsecured email is not recommended for sensitive or confidential material.
CONTACT DETAILS
	Please provide details of the person designated by the applicant (if different or applicable) whom the CBC may contact regarding this application.

	
	

	Title
	

	
	

	First Name
	

	
	

	Surname
	

	
	

	Job title
	

	
	

	Company Name
	

	
	

	Business address
	

	
	

	Postcode
	

	
	

	Phone number (including area code)
	

	
	

	Mobile number (optional)
	

	
	

	Fax number (including area code)
	

	
	

	Email address
	


	
	
	


CONTENTS
	                  SECTION 1

	Guideline 1
	General Principles

	Guideline 2
	Details of the Applicant

	Guideline 3
	Programme of Operations

	Guideline 4
	Business Plan

	Guideline 5
	Structural Organisation

	Guideline 6
	Governance Arrangements and Internal Control Mechanisms

	Guideline 7
	Procedure for monitoring, handling and following up on security incidents and security-related customer complaints

	Guideline 8
	Process in place to file, monitor, track and restrict access to sensitive payment data

	Guideline 9
	Business Continuity Arrangements

	Guideline 10
	Security policy document

	Guideline 11
	Identity and suitability assessment of Members of the Management Body and key function holders of the Account Information Service Provider

	Guideline 12
	Professional Indemnity Insurance or Comparable Guarantee 



	SECTION 2

	Section 1
	Other information regarding the applicant

	Section 2 
	Declaration

	Section 3
	Check List


SECTION 1
	GUIDELINE 1 – GENERAL PRINCIPLES

	
	
	
	
	
	
	

	1.1.1
	The information provided by applicants should be true, complete, accurate and up to date. All applicants should comply with all the provisions in the set of EBA/GL/2017/09 that applies to them. 

The members of the management body
 and key function holders
 responsible for the management of the payment institution are of good repute and possess appropriate knowledge and experience to perform payment services, regardless of the institution’s size, internal organisation and the nature, scope and complexity of its activities and the duties and responsibilities of the specific position.

	
	
	
	
	
	
	

	1.1.2
	When submitting the information required, the applicant should avoid making references to specific sections of internal procedures/documents. Instead, the applicant should extract the relevant sections and provide these to the CBC.

	
	

	1.1.3
	Should the CBC require clarifications on the information that has been submitted, the applicant should provide such clarification without delay. 

	
	

	1.1.4
	All data requested in this application for registration as account information service provider is needed for the assessment of the application and will be treated by the CBC in accordance with the professional secrecy obligations set out in Section 33 of the Law without prejudice to applicable Union law. 

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	


	
	

	GUIDELINE 2 – DETAILS OF THE APPLICANT

	
	
	
	
	
	
	

	1.2.1
	If the applicant is a natural person, the identification details to be provided should contain the following information:

	
	

	(a)
	Title:

	
	Mr/Mrs/Ms/Dr

	
	

	
	Forename(s):

	
	

	
	

	
	Surname:

	
	

	
	

	(b)
	Have you ever been known by any other name?

	
	

	
	 FORMCHECKBOX 
→ No

 FORMCHECKBOX 
→ Yes →Give details below and attach the relevant documents

	
	

	
	Title

Previous Forename(s)

Previous Surname(s)

Date of change of name(s)



	
	

	(c)
	Date of birth:

	
	

	
	

	(d)
	Place of birth:

Country:

City/town



	
	

	(e)
	Nationality

	
	

	
	

	
	

	(f)
	Have you ever had a different nationality?

	
	

	
	 FORMCHECKBOX 
→ No

 FORMCHECKBOX 
→ Yes → Give details for previous nationalities below 



	
	

	(g)
	Current private address

	
	

	
	Full address and postcode

Town

Country



	
	(i) Please attach a recent utility bill confirming your residential address

	
	

	(h)
	Date on which you moved to the above address

	
	

	
	

	
	

	(i)
	Has your address changed in the last five years?

 FORMCHECKBOX 
→ No

 FORMCHECKBOX 
→ Yes →Give details of previous address(es) below. Please use a separate piece of paper if you need more space.


	
	

	
	Previous address:

	
	Full address and postcode

Town

Country



	
	

	
	From

To



	
	

	(j)
	Confirm that a copy of all passports and identity cards that the applicant may possess, have been submitted with the application:

	
	

	
	 FORMCHECKBOX 
→ Yes →Provide below details of the documents submitted

 FORMCHECKBOX 
→ No → if no an explanation should be given

	
	

	
	

	
	

	(k)
	Confirm that a complete Curriculum Vitae (C/V) containing details and information about the applicant’s employment, during the last 10 years, starting from the most recent one. Please include in the C/V significant information which would be of interest to the CBC, such as the reasons for the termination of employment, or information about periods during which the applicant had been unemployed. The C/V should include the following information and documents for each period of employment: 

	
	· Date of commencement and termination of employment, 

· Name, postal address, fax, e-mail and nature of current and previous employer’s business,

· Contact person for each current and previous employer,

· Position held, key areas of responsibility and reasons for leaving each position,

· Experience and knowledge obtained relevant to payment services and/or electronic payment services.

· Other relevant training or experience

· Academic and professional qualifications. Please attach certified copies of the certificates

· Current memberships of relevant professional bodies, year of admission and the body’s full particulars. Certified copies of the relevant certificates should also be attached to the C/V

· Recent letters of reference at least from the last two employers. If it is not applicable, please indicate the reason. Furthermore, please also provide the names of two referees which may be approached directly by the Central Bank, for the purpose of obtaining references about your person.


	
	

	
	 FORMCHECKBOX 
→ Yes 

 FORMCHECKBOX 
→ No → if no an explanation should be given; 
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	(l)
	Confirm that a criminal record check and a non- bankruptcy certificate, issued by the competent authorities of your country of permanent residence for the last five years including any change of the applicant’s name, not older than 3 months have been submitted with the application:

	
	
	
	
	
	
	

	
	 FORMCHECKBOX 
→ Yes

 FORMCHECKBOX 
→ No → if no an explanation should be given;
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	(m)
	Do you have any links to politically exposed persons, as defined in Article 3(9) of Directive (EU) 2015/849
.



	
	 FORMCHECKBOX 
→ No

 FORMCHECKBOX 
→ Yes → provide details below


	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	1.2.2
	If the applicant is a legal person, the identification details to be provided should contain the following information:

	
	
	
	
	
	
	

	(a)
	the applicant’s corporate name:

	
	

	
	

	
	
	
	
	
	
	

	
	and , if different, trade name:
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	(b)
	an indication of whether the applicant is already incorporated or in the process of incorporation;

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	(c)
	the applicant’s registration number with the Registrar of Companies, if applicable

	
	

	
	

	
	
	
	
	
	
	

	(d)
	the applicant’s legal status; 

	
	

	
	

	
	
	
	
	
	
	

	(e)
	(i) applicant’s registered office:
	
	
	
	
	

	
	Postal address:
	

	
	
	

	
	
	

	
	Postal code:
	

	
	Telephone Number:
	

	
	Facsimile Number:
	


	
	
	
	
	
	
	

	
	(ii) applicant’s head office, if different from registered office

	
	Postal address
	

	
	
	

	
	
	

	
	Postal code:
	

	
	Telephone Number:
	

	
	Facsimile Number:
	

	
	
	
	
	
	
	

	
	(iii) Please attach a recent utility bill confirming your residence address

	
	
	
	
	
	
	

	(f)
	applicant’s electronic address and website address, if applicable

	
	Electronic address (email address)

	

	
	website address
	

	
	
	

	
	
	

	(g)
	Please indicate whether or not the Applicant has ever been, or is regulated by a competent authority in the financial services sector or other government body;

	
	

	
	 FORMCHECKBOX 
→Yes (if yes give details below)

 FORMCHECKBOX 
→No 



	
	

	(h)
	Please attach:


	
	i. certified copy of the Certificate of Incorporation;

ii.
certified copy of the certificate of the Registration of Trade Name(s), if applicable;

iii.
certified copies of the certificates of directors and shareholders;

iv.
certified copy of the Certificate of the registered office;

v. certified copy of the applicant’s Memorandum and Articles of association;
vi. a summary issued by the appropriate authority explaining the main legal features of the applicant;
vii. declaration by the applicant’s board of directors that no shareholder resolution for a voluntary winding up of the applicant has been passed as at the date of submission of the application;
viii. original certificate of good standing/non-bankruptcy certificate of the applicant;
ix. original certificate of criminal record of the Applicant.



	GUIDELINE 3 – PROGRAM OF OPERATIONS

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.3.1
	The programme of operations to be provided by the applicant should contain the following information:

	
	
	
	
	
	
	

	(a)
	a description of the account information service that is intended to be provided, including an explanation of how the applicant determined that the activity fits the definition of account information services as defined in Section 2 of the Law;

	
	
	
	
	
	
	

	(b)
	a declaration of the applicant that they will not enter at any time into possession of funds;

	
	
	
	
	
	
	

	(c)
	a description of the provision of the account information service including:

	
	

	
	i. draft contracts between all the parties involved, if applicable;

	
	

	
	ii. terms and conditions of the provision of the account information services;

	
	

	
	iii. processing times; 

	
	

	(d)
	the estimated number of different premises from which the applicant intends to provide the services, if applicable;

	
	

	(e)
	a description of any ancillary services
 to the account information service, if applicable;

	
	
	
	
	
	
	

	(f)
	a declaration of whether or not the applicant intends to provide account information services in another EU Member State or another country once registered;

	
	

	(g)
	an indication of whether the applicant intends, for the next three years, to provide, or already provides, business activities other than account information services as referred to in Section 18 of the Law, including a description of the type and expected volume of the activities;

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	


	
	
	
	
	
	
	


	GUIDELINE 4 – BUSINESS PLAN

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.4.1
	The business plan to be provided by the applicant should contain: 

	
	
	
	
	
	
	

	(a)
	a marketing plan consisting of:

	
	

	
	i. an analysis of the applicant’s competitive position; 



	
	ii. a description of account information service users in the account information market segment concerned, marketing materials and distribution channels;

	
	
	
	
	
	
	

	(b)
	Where available for existing companies, audited annual accounts for the previous three years, if available, (or in case that such accounts are not available, the latest unaudited/Management accounts);

	
	
	
	
	
	
	

	(c)
	a forecast budget calculation for the first three financial years that demonstrates that the applicant is able to employ appropriate and proportionate systems, resources and procedures that allow the applicant to operate soundly; it should include:

	
	
	
	
	
	
	

	
	i. an income statement and balance-sheet forecast, including target scenarios and stress scenarios as well as their base assumptions, such as number of clients, pricing and expected increase in profitability threshold;

	
	
	
	
	
	
	

	
	ii. explanations of the main lines of income and expenses, the financial debts and the capital assets; and

	
	

	
	iii. a diagram and detailed breakdown of the estimated cash flows for the next three years.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	GUIDELINE 5 – STRUCTURAL ORGANISATION

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.5. 1
	If the applicant is a natural person, the description of the structural organisation of the applicant’s undertaking should contain the following information:

	
	
	
	
	
	
	

	(a)
	an overall forecast of the staff numbers for the next three years;

	
	

	(b)
	a description of the relevant operational outsourcing arrangements consisting of:

	
	

	
	i. the identity and geographical location of the outsourcing provider;

	
	

	
	ii. the identities of the persons within the applicant that are responsible for each of the outsourced activities;

	
	

	
	iii. a detailed description of the outsourced activities and its main characteristics;

	
	

	(c)
	a copy of draft outsourcing agreements;

	
	

	(d)
	if applicable, a description of the use of branches/different locations and agents, including:

	
	

	
	i. a mapping of the off-site and on-site checks that the applicant intends to perform, at least annually, on branches/different locations and agents;

	
	

	
	ii. the IT systems, processes and infrastructure that are used by the applicant’s agents to perform activities on behalf of the applicant;

	
	

	
	iii. in the case of agents, the selection policy, monitoring procedures and agents’ training and, where available, the draft terms of engagement;

	
	

	(e)
	a list of all natural or legal persons that have close links
 with the applicant, indicating their identity and the nature of those links.

	
	

	
	

	5.2
	If the applicant is a legal person, the description of the structural organisation of its undertaking should contain the following information:

	
	

	(a)
	a detailed organisational chart, showing each division, department or similar structural separation, including the name of the person(s) responsible, in particular those in charge of internal control functions; the chart should be accompanied by a description of the functions and responsibilities of each division, department or similar structural separation;

	
	

	(b)
	an overall forecast of the staff numbers for the next three years;

	
	

	(c)
	a description of the relevant outsourcing arrangements consisting of:

	
	

	
	i. the identity and geographical location of the outsourcing provider;

	

	

	
	ii. the identities of the persons within the applicant that are responsible for each of the outsourced activities;

	
	

	
	iii. a detailed description of the outsourced activities and its main characteristics;

	
	

	(d)
	a copy of draft outsourcing agreements;

	
	

	(e)
	if applicable, a description of the use of branches and agents, including:

	
	

	
	i. a mapping of the off-site and on-site checks that the applicant intends to perform of branches and agents;

	
	

	
	ii. the IT systems, processes and infrastructures that are used by the applicant’s agents to perform activities on behalf of the applicant;

	
	

	
	iii. in the case of agents, the selection policy, monitoring procedures and agents’ training and, where available, the draft terms of engagement;

	
	

	(f)
	a list of all natural or legal persons that have close links4 with the applicant, indicating their identities and the nature of those links.

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	

	4 Within the meaning of point (38) of Article 4(1) of Regulation (EU) No. 575/2013


	
	GUIDELINE 6 – GOVERNANCE ARRANGEMENTS AND INTERNAL CONTROL MECHANISMS

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.6.1
	The applicant should provide a description of the governance arrangement and internal control mechanisms consisting of:

	
	
	
	
	
	
	

	(a)
	a mapping of the risks identified by the applicant, including the type of risks and the procedures the applicant will put in place to assess and prevent such risks;

	
	
	
	
	
	
	

	(b)
	the different procedures intended to carry out periodical and permanent controls, including the frequency, and the human resources allocated;

	
	
	
	
	
	
	

	(c)
	the accounting procedures by which the applicant will record and report its financial information;

	
	
	
	
	
	
	

	(d)
	the identity of the person(s) responsible for the internal control functions, including for the periodic, permanent and compliance control;

	
	
	
	
	
	
	

	(e)
	the identity of any other auditor that is not a statutory auditor pursuant to Directive 2006/43/EC;

	
	
	
	
	
	
	

	(f)
	the composition of the management body and, if applicable, any other oversight body or committee;

	
	
	
	
	
	
	

	(g)
	a description of the way outsourced functions are monitored and controlled so as to avoid an impairment in the quality of the applicant’s internal controls;

	
	
	
	
	
	
	

	(h)
	a description of the way any agents and branches are monitored and controlled within the framework of the applicant’s internal controls;

	
	
	
	
	
	
	

	(i)
	where the applicant is the subsidiary of a regulated entity in another EU Member State, a description of the group governance.

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	
	GUIDELINE 7 – PROCEDURE FOR MONITORING, HANDLING AND FOLLOWING UP ON SECURITY INCIDENTS AND SECURITY-RELATED CUSTOMER COMPLAINTS

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.7.1
	The applicant should provide a description of the procedure in place to monitor, handle and follow up on security incidents and security-related customer complaints to be provided by the applicant, which should contain:

	
	
	
	
	
	
	

	(a)
	organisational measures and tools for the prevention of fraud;

	
	
	
	
	
	
	

	(b)
	details of the individuals and bodies responsible for assisting customers in cases of fraud, technical issues and/or claim management;

	
	
	
	
	
	
	

	(c)
	reporting lines in cases of fraud;

	
	
	
	
	
	
	

	(d)
	the contact point for customers, including a name and email address;

	
	
	
	
	
	
	

	(e)
	the procedures for the reporting of incidents, including the communication of these reports to internal or external bodies, including the notification of major incidents to CBC under section 96 of the Law and in line with EBA guidelines on incident reporting.

	
	
	
	
	
	
	

	(f)
	the monitoring tools used and the follow-up measures and procedures in place to mitigate security risks.

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	
	GUIDELINE 8 – PROCESS TO PLACE TO FILE, MONITOR, TRACK AND RESTRICT ACCESS TO SENSITIVE PAYMENT DATA

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.8.1
	The applicant should provide a description of the process in place to file, monitor, track and restrict access to sensitive payment data consisting of:

	
	
	
	
	
	
	

	(a)
	a description of the flow of data classified as sensitive payment data in the context of the applicant ’s business model;

	
	
	
	
	
	
	

	(b)
	the procedures in place to authorise access to the sensitive payment data;

	
	
	
	
	
	
	

	(c)
	a description of the monitoring tool;

	
	
	
	
	
	
	

	(d)
	the access right policy, detailing access to all relevant infrastructure components and systems, including databases and back-up infrastructures;

	
	
	
	
	
	
	

	(e)
	a description of how the collected data are filed;

	
	
	
	
	
	
	

	(f)
	the expected internal and/or external use of the collected data, including by counterparties;

	
	
	
	
	
	
	

	(g)
	the IT system and technical security measures that have been implemented, including encryption and/or tokenisation;

	
	
	
	
	
	
	

	(h)
	identification of the individual(s), bodies and/or committee(s) with access to the sensitive payment data;

	
	
	
	
	
	
	

	(i)
	an explanation of how breaches will be detected and addressed; and

	
	
	
	
	
	
	

	(j)
	an annual internal control programme in relation to the safety of the IT systems.

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	
	GUIDELINE 9 – BUSINESS CONTINUITY ARRANGEMENTS

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.9.1
	The applicant should provide a description of the business continuity arrangements consisting of the following information:

	
	
	
	
	
	
	

	(a)
	a business impact analysis, including the business processes and recovery objectives, such as recovery time objectives, recovery point objectives and protected assets;

	
	
	
	
	
	
	

	(b)
	the identification of the back-up site, access to IT infrastructure, and the key software and data to recover from a disaster or disruption;

	
	
	
	
	
	
	

	(c)
	an explanation of how the applicant will deal with significant continuity events and disruptions, such as the failure of key systems; the loss of key data; the inaccessibility of the premises; and the loss of key persons;

	
	
	
	
	
	
	

	(d)
	the frequency with which the applicant intends to test the business continuity and disaster recovery plans, including how the results of the testing will be recorded.

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


	
	GUIDELINE 10 –SECURITY POLICY DOCUMENT

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.10.1
	The applicant should provide a security policy document containing the following information:

	
	
	
	
	
	
	

	(a)
	A detailed risk assessment of the payment service(s) the applicant intends to provide, which should include risks of fraud and the security control and mitigation measures taken to adequately protect payment service users against the risks identified;

	
	
	
	
	
	
	

	(b)
	A description of the IT systems, which should include:

	
	

	
	i. The architecture of the systems and their network elements;

	
	

	
	ii. The business IT systems supporting the business activities provided, such as the applicant’s website, the risk and fraud management engine, and customer accounting;

	
	

	
	iii. The support IT systems used for the organisation and administration of the applicant, such as accounting, legal reporting systems, staff management, customer relationship management, e-mail servers and internal file servers;

	
	

	
	iv. Information on whether or not those systems are already used by the applicant or its group, and the estimated date of implementation, if applicable;

	
	
	
	
	
	
	

	(c)
	The type of authorised connections from outside, such as with partners, service providers, entities of the group and employees working remotely, including the rationale for such connections;

	
	
	
	
	
	
	

	(d)
	For each of the connections listed under point (c), the logical security measures and mechanisms in place, specifying the control the payment institution will have over such access as well as the nature and frequency of each control, such as technical versus organisational; preventative versus detective; and real-time monitoring versus regular reviews, such as the use of an active directory separate from the group, the opening/closing of communication lines, security equipment configuration, generation of keys or client authentication certificates, system monitoring, authentication, confidentiality of communication, intrusion detection, antivirus systems and logs;

	
	
	
	
	
	
	

	(e)
	The logical security measures and mechanisms that govern the internal access to IT systems, which should include:

	
	

	
	i. The technical and organisational nature and frequency of each measure, such as whether it is preventative or detective and whether or not it is carried out in real time;

	
	

	
	ii. How the issue of client environment segregation is dealt with in cases where the applicant’s IT resources are shared;

	
	
	
	
	
	
	

	(f)
	The physical security measures and mechanisms of the premises and the data centre of the applicant, such as access controls and environmental security;

	
	
	
	
	
	
	

	(g)
	The security of the payment processes, which should include:

	
	

	
	i. The customer authentication procedure used for both consultative and transactional access, 

	
	

	
	ii. An explanation of how safe delivery to the legitimate payment service user and the integrity of authentication factors, such as hardware tokens and mobile applications, are ensured, at the time of both initial enrolment and renewal;

	
	

	
	iii. A description of the systems and procedures that the applicant has in place for transaction analysis and the identification of suspicious or unusual transactions;

	
	
	
	
	
	
	

	(h)
	A detailed risk assessment in relation to its payment services, including fraud, with a link to the control and mitigation measures explained in the application file, demonstrating that the risks are addressed;

	
	
	
	
	
	
	

	(i)
	A list of the main written procedures in relation to the applicant’s IT systems or, for procedures that have not yet been formalised, an estimated date for their finalisation.


	GUIDELINE 11 – IDENTITY AND SUITABILITY ASSESSMENT OF MEMBERS OF THE MANAGEMENT BODY AND KEY FUNCTION HOLDERS OF THE ACCOUNT INFORMATION SERVICE PROVIDER

	
	
	
	
	
	
	

	
	The following information must be provided in separate and distinct documentation, with referencing corresponding to the referencing in this section:

	
	
	
	
	
	
	

	1.11.1
	For the purposes of the identity and suitability assessment of Members of the Management body and persons responsible for the internal control functions of the account information service provider, the applicant should provide the information required in the Application Form for the Assessment of Members of the Management body and Key Function Holders of the payment institution which is available on the website of the CBC.

	
	
	
	
	
	
	

	
	The applicant should confirm that the Application Form for the Assessment for each of the relevant persons has been submitted with the application:

	
	
	
	
	
	
	

	
	 FORMCHECKBOX 
→Yes
 FORMCHECKBOX 
→ No → Give an explanation below

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	

	
	

	
	
	
	
	
	
	


	GUIDELINE 12 – PROFESSIONAL INDEMNITY INSURANCE OR A COMPARABLE GUARANTEE

	
	
	
	
	
	
	

	1.12.1
	The applicant should communicate to the CBC the proposed professional indemnity insurance or other comparable guarantee required to be provided in accordance with Sections 5(7) and 5(8) of the Law where the applicant intends to provide services 7 and 8 (Payment Initiation Services (PIS) and Account Information Services (AIS) listed in Annex I of the Law.

	
	

	
	The CBC will determine whether the said insurance or guarantee is adequate, based on the information provided in the business plan submitted, and it shall estimate the risk profile, the type and size of activity, for the purpose of establishing whether the proposed monetary amount of the required insurance/guarantee is adequate. The CBC will apply for this purpose the criteria listed in the EBA Guidelines EBA/GL/2017/08.

	
	

	
	

	
	

	
	

	
	


SECTION 2
	

	SECTION 1 - OTHER INFORMATION REGARDING THE APPLICANT

	
	

	
	The following questions should be answered by entering “YES”, “NO” or “N/A” in the appropriate box. In any case where the response to a question is “YES”, full details should be given on a separate sheet of paper and referenced to the appropriate question.

	
	
	
	
	
	
	Yes/ No/N/A

	2.1
	Has the applicant, its shareholders holding a qualifying holding (“qualifying holders”), or any company under its control, in the last decade dealt with a refusal for the granting, the suspension, or withdrawal/revocation of an authorisation by any regulatory authority/agency responsible for financial, electronic money services and/or payment services in the Republic or outside the Republic?
	
	

	
	
	
	
	
	
	

	2.2(a)
	Is the applicant a member of any professional association or trade body (in the Republic or elsewhere)?
	
	

	(b)
	Confirm whether the applicant plans to join in any Professional or trade association(s) in relation to the provision of payment services (in the Republic or elsewhere);
	
	

	
	
	
	
	
	
	

	2.3
	Has the applicant, or its qualifying holders during the last decade applied for authorisation, membership or recognition by a body described in 2.2 above and had such an application refused?
	
	

	
	
	
	
	
	
	

	2.4
	Has an application to dissolve, compulsory liquidate, classify as insolvent or confiscate its assets or place in mandatory receivership been filed against the applicant in the last decade?
	
	

	
	
	
	
	
	
	

	2.5
	Is the applicant aware of any tax compliance issues that any of its qualifying holders /Members of the managing body may have?
	
	

	
	
	
	
	
	
	

	2.6
	Is the applicant aware of any allegations of fraud, dishonestly, breach of trust, insider dealing or market manipulation in respect of any of its qualifying holders/ Members of the managing body /Key function holders?
	
	

	
	
	
	
	
	
	

	2.7
	Has there ever been a verdict against the applicant, its qualifying holders, or any company under its control, or are there any charges pending against it or any company under its control, in the Republic or outside the Republic:
	
	

	(a)
	For offences or violations that involve deceit or fraud or bribery or venality or forgery or tax evasion?
	
	

	(b)
	For offences or violations concerning money laundering activities?  
	
	

	(c)
	For offences or violations that involve the use of confidential - privileged information?
	
	

	(d)
	For offences or violations that involve the manipulation of the stock market price of a financial instrument which was subject to trading on a regulated market, or in an equivalent market of a third country?  
	
	

	(e)
	For the payment of damages in relation to the provision of investment and ancillary services?
	
	

	(f)
	For any other action that is punishable by a prison sentence?   
	
	

	(g)
	Others
	
	

	
	
	
	
	
	
	

	2.8
	Has an administrative sanction been imposed upon the applicant in the last decade by a competent supervisory authority, in the Republic or outside the Republic?
	
	

	
	
	
	
	
	
	

	2.9
	Have the legal advisors of the applicant been replaced in the last five years 
	
	

	
	
	
	
	
	
	

	2.10
	Have the bankers of the applicant been replaced in the last five years? 
	
	

	
	
	
	
	
	
	

	2.11
	Have the external auditors of the applicant been replaced in the last five years? 
	
	

	
	
	
	
	
	
	

	2.12
	Have the books, records or other documents of the applicant ever been requested or confiscated by a competent supervisory authority/ regulatory body/ other body in exercise of its powers, either in the Republic or outside the Republic?
	
	

	
	
	
	
	
	
	

	2.13
	Has the applicant, or its qualifying holders in the last decade been the object of an investigation by a competent supervisory authority in the Republic or outside the Republic?
	
	

	
	
	
	
	
	
	

	2.14
	Is there anything relevant that you would like to state that could affect either positively or negatively the forming of an opinion with regard to the Applicant?
	
	

	
	
	
	
	
	
	


	
	DECLARATION BY THE LEGAL PERSON

	
	We, the undersigned have been duly authorized by
………………………………………(insert the name of the applicant), on (date) ………………. to submit, in accordance with Section 34 of the Law, an application to the Central Bank of Cyprus to be registered as an account information service provider.  

We responsibly declare, having full knowledge of the consequences of the Law, that:
a) We have exercised all due diligence in ensuring that all the information stated in this application, as well as the details and documents that accompany it are correct, complete and accurate.
b) We have taken all necessary measures so that the Applicant will fulfill all the requirements to be registered as an account information service provider as these are described in the Provision and Use of Payment Services and Access to Payment Systems Law of 2018 (Law 31(I) of 2018).
c) We will notify the Central Bank, in writing, immediately where, in the period between the submission of the application and the Central Bank’s decision, a change takes place in the information and/or in the details and documents submitted with the application.
In addition, we confirm that:


(
We understand it is an offence knowingly or recklessly to give the Central Bank information that is false, misleading or deceptive.


(
We authorise the Central Bank to make such enquiries and to seek such further information as it thinks appropriate to verify the information given in this Application Form and we acknowledge and accept that the Central Bank may reveal information to third parties in the discharge of its duties, as these are defined in the Law.
(
We confirm that we are ready and willing to comply with the requirements or obligations arising from the Law. We acknowledge and accept that the CBC may reveal information to third parties in the discharge of its duties, as these are defined in the Law.

(
This declaration applies to both current as well as to any future data and information related to Applicant. In this document, the singular includes the plural and the male gender includes the female.
.........................................................
.....................................................
Full name and capacity  
Signature

.........................................................
....................................................

Full name and capacity  
Signature

Date ...........................................


	DECLARATION BY THE NATURAL PERSON
I, the undersigned, hereby submit, in accordance with Section 34 of the Law, an application to the Central Bank of Cyprus to be registered as an account information service provider.




I responsibly declare, having full knowledge of the consequences of the Law, that:

a) I have exercised all due diligence in ensuring that all the information stated in this application, as well as the details and documents that accompany it are correct, complete and accurate. 

b) I have taken all necessary measures to fulfill all the requirements to be registered as an account information service provider as these are described in the Provision and Use of Payment Services and Access to Payment Systems Law of 2018 (Law 31(I) of 2018). 

c) I will notify the Central Bank, in writing, immediately where, in the period between the submission of the application and the Central Bank’s decision, a change takes place in the information and/or in the details and documents submitted with the application. 

In addition, I confirm that:


(
I understand it is an offence knowingly or recklessly to give the Central Bank information that is false, misleading or deceptive.


(
I authorise the Central Bank to make such enquiries and to seek such further information as it thinks appropriate to verify the information given in this Application Form and I acknowledge and accept that the Central Bank may reveal information to third parties in the discharge of its duties, as these are defined in the Law.

.........................................................
....................................................

....................................................

Full name and capacity  
Signature

Date....................................

	
	CHECK LIST


The following checklist outlines the minimum information that must be submitted as part of an application for registration as an account information service provider, in order for the application to progress to the assessment phase of the application process.

	
	You are required to complete and send to us the following documents
	Document

Reference
	Included (Y/N) 
	Not applicable (N/A)

	1. 
	Recent utility bill confirming residential address and information for the previous address changed in the last five years
	Section 1 Guideline 2 Paragraph 1.2.1(g)(i)
	
	

	2. 
	Previous address changed in the last five years
	Section 1 Guideline 2 Paragraph 1.2.1(i)(i)
	
	

	3. 
	Certified copies of all identity cards and passports
	Section 1 Guideline 2 Paragraph 1.2.1(j)
	
	

	4. 
	Curriculum Vitae with all the requested information and documents
	Section 1 Guideline 2 Paragraph 1.2.1(k)
	
	

	5. 
	Recent original certificate of non-bankruptcy(ies) and criminal record(s) issued by the competent authorities of the applicant’s country of permanent residence for the last five years including any change of his/her name.
	Section 1 Guideline 2 Paragraph 1.2.1(l)
	
	

	6. 
	Recent utility bill of the head office address
	Section 1 Guideline 2 Paragraph 1.2.2 (e)(iii)
	
	

	7. 
	Certified copy of the Certificate of Incorporation 
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(i) 
	
	

	8. 
	Certified copy of the Certificate of Trade Name
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(ii)
	
	

	9. 
	Certified copy of the Certificate of Directors and Shareholders
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(iii)
	
	

	10. 
	Certified copy of the Certificate of Registered Office
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(iv)
	
	

	11. 
	Certified copy of the Memorandum and Articles of Association
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(v)
	
	

	12. 
	A summary issued by the appropriate authority explaining the main legal features of the applicant
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(vi)
	
	

	13. 
	Declaration by the applicant’s board of directors
	Section 1 Guideline 2 Paragraph 1.2.2 (h)(vii)
	
	

	14. 
	Recent Original certificate of good standing/non-bankruptcy certificate
	Section 1 Guideline 2 Paragraph 1.2.2(h)(viii)
	
	

	15. 
	Recent Original certificate of criminal record
	Section 1 Guideline 2 Paragraph 1.2.2(h)(ix)
	
	

	16. 
	Program of Operations Document with all requested information and documents
	Section 1 Guideline 3
	
	

	17. 
	Business Plan Document with all requested information and documents
	Section 1 Guideline 4
	
	

	18. 
	Structural Organisation Description with all requested information and documents
	Section 1 Guideline 5
	
	

	19. 
	Description of the governance arrangements and internal control mechanisms, with all requested information and documents
	Section 1 Guideline 6
	
	

	20. 
	Description of procedures for security incidents and security-related customer complaints, with all requested information and documents
	Section 1 Guideline 7
	
	

	21. 
	Description of the processes for sensitive payment data, with all requested information and documents
	Section 1 Guideline 8
	
	

	22. 
	Description of the Business Continuity Arrangement, with all requested information and documents s
	Section 1 Guideline 9 
	
	

	23. 
	Security Policy Document
	Section 1 Guideline 10
	
	

	24. 
	Identity and suitability assessment of directors and persons responsible for the management of the account information service provider, with all requested information and documents
	Section 1 Guideline 11
	
	

	25. 
	Evidence of Professional Indemnity Insurance (or Comparable Guarantee), with all requested information and documents 
	Section 1 Guideline 12
	
	

	26. 
	If the applicant has answered “YES” to any of the questions 2.1-2.14 the relevant details/documentation should be provided to support each case.
	Section 2 Other Information Regarding the Applicant
	
	

	27. 
	Signed Declaration by the legal person or Signed Declaration by the natural person 
	Section 2 Declaration
	
	


1“applicant” means a natural person or any company that is incorporated in the Republic of Cyprus (“the Republic”) pursuant to the provisions of the Companies Law and maintains its head office in the Republic.





� Management Body” means a company’s body or bodies, who are appointed in accordance with the Companies Law, who are empowered to set the company’s strategy, objectives and overall direction, and oversee and monitor management decision-making, and include persons who effectively direct the business of the company.


� “Key function holders” means the staff members of the applicant who, due to their position, may exercise significant influence over the management of the applicant, but who are not members of the management body and includes the heads of significant business lines, support and internal control functions.


� Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing.


� The email address provided will be used for future electronic communications from the CBC.


� Within the meaning of Section 18 of the Law.


� Within the meaning of point (38) of Article 4(1) of Regulation (EU) No. 575/2013


� Insert name of the applicant
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